
Efficient Model Reconstruction Leveraging Interpretability
Pasan Dissanayake 

PhD Advisor: Sanghamitra Dutta
Northrop Grumman Tech Lead: Kerry Brown

Counterfactuals treated as ordinary labelled instances?
Boundary shift issue

What can I do to get 
approved?

Machine Learning
Model

How faithfully can one reconstruct a model using counterfactual explanations?

Question: Can we improve model reconstruction using counterfactuals 
specifically leveraging that the counterfactuals are quite close to the boundary?

Main Contribution: New Reconstruction Strategies & Fundamental Limits From Polytope Theory

MAIN RESULTS

3. Beyond Closest Counterfactuals

2. ReLU Networks and Closest Counterfactuals

Theoretical guarantees on volume approximation 
using counterfactuals leveraging polytope theory

1. Convex Decision Boundaries and Closest Counterfactuals
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Continuous Piece-Wise 
Linear (CPWL) Functions

Replicate A Large Model
Using A Small Model 

Model Compression Security 

Understand Limits of 
Model Extraction & Stealing

Global Explainability/Audit 
in High-Stakes ML 

Global Understanding From 
Local Crowdsourced Information

This Work: Model Reconstruction using an Interpretability technique called 
Counterfactual Explanations

Decision boundary

Favorable Region (y=1)

Unfavorable Region (y=0)

Original Instance

Counterfactual

Our Problem Setup

For each query, user knows the following:
Accepted (Predicted Label =1)
OR
Denied (Predicted Label =0) & 
Counterfactual (Closest Accepted Point)

Counterfactual explanation: 
“Closest” point on the 

other side of the 
decision boundary

OTHER SELECTED WORKS4. Counterfactual Clamping Attack (CCA)

MOTIVATION

𝐿 𝜂𝑠 = 𝜆1𝐿𝑜𝑟𝑑𝑖𝑛𝑎𝑟𝑦 𝑌, ෠𝑌 𝑋 + 𝜆2𝐿𝑑𝑖𝑠𝑡𝑖𝑙𝑙(𝑌, 𝑆𝜂𝑠
𝑋 , 𝑇(𝑋))

Main Contributions:
❑ Formally show limits of existing distillation frameworks
❑ Quantify the knowledge to distill and the transferred 
        knowledge using PID
❑ Provide a new technique of using redundant information as a regularizer
❑ Propose novel distillation framework – RID – with alternating optimization 

Benefits of distillation:
❖ Training is energy/data efficient
❖ Simpler student → runs on limited resources (e.g. edge devices)
❖ Student can be more interpretable → good for high-stakes applications

Teachers are not always helpful!!

Propose using 
Redundant Information 

for Task-Aware Knowledge Distillation
+ Incorporate it into Optimization

Y = Task, T=Teacher, S=Student

I(Y; T) = Uni(Y:T\S) + Red(Y:T,S) → constant

I(Y; S) = Uni(Y:S\T) + Red(Y:T,S) → need to increase

Definition 3.1 (Knowledge to distill). The knowledge to distill from T to S is defined as Uni(Y : T \ S),
the unique information about Y that is in T but not in S.

Definition 3.2 (Transferred knowledge). The transferred knowledge from T to S is defined as Red(Y : T, S), 
the redundant information about Y between T and S.

Total information in the teacher -- 𝐼 𝑌 ; 𝑇  -- is constant. Therefore,

MAIN RESULTS

Definition 3.3 (Unique and redundant information). Let P be the 

joint distribution of Y, T and S, and ∆ be the set of all joint 

distributions over Y × T × S. Then,

•  𝑈𝑛𝑖 𝑌 ∶ 𝑇 \ 𝑆 ≔ min
𝑄∈Δ𝑃

 𝐼𝑄 𝑌 ; 𝑇 𝑆)

•  𝑅𝑒𝑑 𝑌 ∶ 𝑇, 𝑆 ≔ 𝐼 𝑌 ; 𝑇 − min
𝑄∈Δ𝑃

 𝐼𝑄 𝑌 ; 𝑇 𝑆)

Exact computation of PID [Bertschinger et al.’14]:

Definition 4.1 (𝐼𝛼  measure – Griffith & Ho, 2015). 
𝑅𝑒𝑑∩ 𝑌 ∶ 𝑇, 𝑆 ≔ max

𝑃(𝑄|𝑌)
𝐼 𝑌 ∶ 𝑄  subject to 

𝐼 𝑌 ; 𝑄 𝑓𝑡(𝑇)) = 𝐼(𝑌 ; 𝑄  𝑓𝑠 𝑆 = 0

Theorem 4.1 (Transferred knowledge lower bound). For three 
random variables Y, T and S, 

𝑅𝑒𝑑∩ 𝑌 ∶ 𝑇, 𝑆 ≤ 𝑅𝑒𝑑(𝑌 ∶ 𝑇, 𝑆) 
where 𝑅𝑒𝑑∩ 𝑌 ∶ 𝑇, 𝑆  and 𝑅𝑒𝑑(𝑌 ∶ 𝑇, 𝑆) are defined as per 
Definitions 4.1 and 3.3.

Set 𝑄 = 𝑓𝑡(𝑇) in Definition 4.1 which results in the optimization problem 
max

𝜃𝑡,𝜃𝑠,𝜂𝑠

𝐼 𝑌 ∶ 𝑓𝑡(𝑇; 𝜃𝑡 )   subject to   𝐼(𝑌 ; 𝑓𝑡 𝑇; 𝜃𝑡 |𝑓𝑠 𝑆; 𝜃𝑠, 𝜂𝑠 )  = 0

Minimize cross-entropy Regression – minimize MSE

Computationally efficient definition of Redundant Info.:

CIFAR-10: Distillation

ImageNet → CUB-200-2011: Transfer Learning

Quantifying Prediction Consistency Under 
Model Multiplicity in Tabular LLMs 

Hamman, Dissanayake, Mishra, Lecue, Dutta, 
ICML 2025.

Hamman, Dissanayake, Fu, Dutta, In Review.

MODEL RECONSTRUCTION USING COUNTERFACTUAL EXPLANATIONS 
Dissanayake & Dutta

NeurIPS 2024

HIRING HEALTHCAREFINANCE

Trust in High-Stakes Applications

DEFENSE

Ever-Increasing Model Size

(source: Medium)

Resource
Constrained
Environments:

AUTONOMY

Can we build Efficient and Trustworthy AI by systematically leveraging Interpretability?

KNOWLEDGE DISTILLATION USING PARTIAL INFORMATION DECOMPOSITION
Dissanayake, Hamman, Halder, Sucholutsky, Zhang, Dutta

AISTATS 2025

Other Counterfactual Generation Techniques Different Model ArchitecturesDifferent Lipschitz Constants

CCA outperforms baselines: A small set of curated data points are 
sufficient for model extraction with high fidelity!

This Work: Explain and Quantify knowledge Distillation using  
Partial Information Decomposition

New bilevel optimization

Our strategy leads to more effective task-relevant distillation:
RID resists against nuisance or non-informative teachers, more robust to teacher instabilities

Few-Shot Knowledge Distillation of LLMs With
Counterfactual Explanations

OURS. ~25 mins
Corr: 0.88

Experiments on 
DeBERT-v3 and Qwen2.5 

families
and 6 benchmark datasets 

(NLP tasks)

Achieves More With Less:
Improves accuracy in few-

shot settings 
with as low as 8, 16, 32 

samples

This person is 23 
years old, has a 
PhD degree, and 
a gain of 240 …
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Equally well-performing models fine-tuned from the same pre-trained LLM 
under slightly varying conditions (e.g. random seeds), exhibit comparable 
performance yet generate inconsistent predictions for the same input datapoints.

Test Input
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